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|. Téng Quan Vé VPN:

Trong thoi dai ngay nay, Internedd phat trén manh V& mat md hinh choden
cong ngk, dapung cac nhuau cia ngroi st dung. Internettd duoc thiét ké dé két noi
nhiéu mang khac nhau va cho phép théng tin drugén ngroi s dung bt cach tr do
va nhanh chéng ma khéng xem ®éh may va nang ma ngoi sir dung d6 dang dung.
Dé lam duoc diéu ndy ngroi ta r dung mbt may tinhdic biét goi 1a routerdé két nbi
cac LAN va WAN Vi nhau. Cac may tinhék ndi vao Internet théng qua nha curapc
dich wu (ISP-Internet Service Provider)érc mot giao thirc chung la TCP/IPPiéu ma
ky thuat con tép tuc phai giai quyét 1a ning lec truyén thdng @a cac mang vién théng
céng &ng. Véi Internet, nliing dch wi nhr gido dic tir xa, mua hangic tuyén, tr van
y té, va At nhidu diéu khacda t thanh hén thec.Tuy nhién, do Internet c6 mim vi
toan @u va khéng rit t6 chac, chinh pl cu thé ndo qun ly nén ét kho khin trong



viéc bao mat va an toan @l liéu cing nhr trong viéc quan ly cac dch wi. Tir d6 ngroi ta
d& dua ra ndt mé hinh mng msi nham thaa man niing yéu éu trén ma &n co tfe tan
dung lai nhitng @ s3 ha ting hién c6 @a Internetdd chinh la md hinh amg riéngao
(Virtual Private Network - VPN). ¥ mé hinh néi nay, ngroi ta khong phi dau tu
thém nhéu V& co s& ha ting ma céac tinhamg nhr bao mat, do tin cy van dam bao,
déng thoi ¢6 thé quan ly riéngduoc ar haat dong aia mang nay. VPN cho phép ngi

str dung lam véc tai nha, trénduong di hay cac in phong chi nhanh cé &tkét noi an
toandén may chi caa 6 chic minh Bing @ so ha tang duoc cung ép boi mang cong
cong. [5] N6 c6 t dam bao an toan théng tin @@ cacdai ly, nguoi cung @p, va cac
d6i tac kinh doanh & nhau trong méi wong truyén théng 6ng lén. Trong nhéu
truong hop VPN ding gidng nhr WAN (Wide Area Network), tuy nhiédic tinh quyt
dinh aia VPN la chdng c6 thding mang céng éng nhr Internet madam bao tinh
riéng tr va tiét kiem hon nhiu.

1. Pinh Nghia VPN:

VPN duoc hiéu don gian nhr 1a s mé rong aia mdt mang riéng (private network)
thdng qua cac amg cong 6ng. V& can ban, mbi VPN [a nbt mang riéng & sir dung
mot mang chung (trong 1a internet)té két ndi ciing \6i cac site (cac emg riéng &)
hay nhéu ngroi s dung tir xa. Thay cho \ic ar dung hyi mét két ndi thuc, chuyén
dung nhr duong leased line, 6i VPN sr dung cac kt ndi ao duoc din duong qua
Internet & mang riéng @a cac cong tydi cac site hay cac nhan vi@nxa. bé co thé
gui va nhan di liéu thong qua ang cong éng ma n bao dam tinh an tdan vaao mat
VPN cung ép cac o ché ma hoa @ liéu trénduong truyén tao ra nét duong 6ng o
mat giita roi nhan va roi giri (Tunnel) gbng nhr mbt két néi point-to-point trén rang
riéng.Dé co the tao ra ndt duong dng bao mat do, di liéu phai duwoc ma hoa hay che
giau di chi cung é@p phan dau goi dx liéu (header) la thdng ti\duong di cho phép né
c6 tré di dén dich thdng qua emg céng 6éng bt cach nhanh chéng.iDiéu duoc ma
héa ndt cach én thain dodod réu cac packetitbit lai trén duong truyén cdng éng
ciing khong th doc duoc ndi dung vi khdng cé khédé giai ma. Lién Kt véi dit liéu
duoc ma hoa vaong goiduoc goi 1a két ndi VPN. Cacduong Kt ndi VPN thuong
duoc goi la dwongong VPN (VPN Tunnel).
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2. Loiich cia VPN:

VPN cung ap nhieu dac tinh fon so i nhitng mang truyén thong va niiing mang
mang leased-line.Nimg loi ich dau tién bao gm:

e Chi phi thip hon nhitng mang riéng: VPN c6 té giam chi phi khi trugn toi 20-
40% so i nhitng mang thbc mang leased-line va gin viéc chi phi truy ép tr xa tr
60-80%.

e Tinh linh hat cho kh niang kinh € trén Internet: VPN én d4 c6 tinh linh hat va
c6 tre leo thang nfing kién tric mang hon 1a nhing mang @ dién, bang cachdd noé co
thé haat dong kinh doanh nhanh chéng va chi phitrach héu qua cho vic két noi
mé rong. Theo cach nay VPN céétidé dang Kt ndi hoic ndit két ndi tir xa aia nhing
van phong, nitng Vi tri ngoai qéc ©,nhitng ngroi truyén théng, niing ngroi dung
dién thaai di dong, nhing ngroi hoat dong kinh doanh bén ngoai mmhiing yéu éu
kinh doanhda doi hoi.

e Don gian héa nltng ganh ang.

e Nhitng ciu trdic ming éng, vi th giam viéc quan ly nhitng ganh ang: Sr dung
mot giao thic Internet backbone dotrir nhitng PVC inh hop V6i két ndi hudng nhing
giao thrc nhr la Frame Rely va ATM.

e Tang tinh ko mat: cac dr liéu quan tong € duoc che giu ddi véi nhitng ngroi
khong cé qugn truy dp va cho phép truyap doéi véi nhitng ngroi dung co quen truy
cap.



e Ho tro cac giao tfic man thong ding nHit hién nay nle TCP/IP

e Bao mat dia cH IP: boi vi thdng tinduoc giri di trén VPNda dugc mé hda dao
cacdia chi bén trong rang riéngduoc che gau va ch sir dung cacdia ch bén ngoai
Internet.

3. Céc thanh phin cin thiét dé tao két néi VPN:

- User Authentication: cung ap oy ché chirng thrc ngroi ding, chi cho phép ngoi
dung hp 1€ ket noi va truy dép hé thong VPN.

- Address Management: cung ép dia cH IP hop Ié cho ngroi dung sau khi gia riip
hé thong VPN dé c0 té truy cip tai nguyén trén amg i bo.

- Data Encryption: cung ép giai phap ma hoaidliéu trong qua trinh tridn nham
bao d¢am tinh riéng it va toan ¥n di liéu.

-Key Management: cung @p giai phap gun ly cac khoa ding cho qua trinh ma hoa
va giai ma dr liéu.

4. Céc thanh phin chinh tao nén VPN Cisco

a. Cisco VPN Routeriisdung pan mém Cisco I0S, IPSecdhtro cho vic bao mét
trong VPN. VPN &l uu hda cac router mhia don by dang on tal su dau tu cua Cisco.
Hiéu qua nhat trong cac mng WAN hon hop.

b. Cisco Secure PIX FIREWALLdua ra ® lya cton khac éa dng kKt nél VPN
khi bao mat nhém “riéng &” trong VPN.

C. Cisco VPN Concentrator seridBua ra nling tinh ring manh trong véc diéu
khién truy ép tir xa va trong thich ¥l dang site-to-site VPN. C6 giaodh quan ly dé
sit dung va ndt VPN client.

d. Cisco Secure VPN Client : VPN client cho phép bt viéc truy dp tr xa ©l
router Cisco va Pix Firewalls va né lagincheong trinh chy trén ¢ diéu hanh
Window.

e. Cisco Secure Intrusion Detection System(CSID&)Gisco Secure Scanner
thuong duoc ar dung dé giam séat va Bm tra cac én dé bao mat trong VPN.

f. Cisco Secure Policy Manager and Cisco Works 2008y @ép viéc quan Iy hé
thdng VPN 6ng lon.



5. Cac giao thrc VPN:

Céc giao thc dé tao nén © ché duong éng kio mat cho VPN [a L2TP, Cisco GRE
va IPSec.

a. L2TP:

- Trude khi xuat hign chuin L2TP (thang 8 #m 1999), Ciscotsdung Layer 2
Forwarding (L2F) ntr & giao thirc chuin dé tao két noi VPN. L2TP radoi sau \6i
nhitng tinh ring dugc tich hop tir L2F.

- L2TP la ding Kt hop aia Cisco L2F va Mircosoft Point-to-Point Tunneling
Protocol (PPTP). Microsoftohtro chuan PPTP va L2TP trong cac phiéinb
WindowNT va 2000

- L2TP duoc st dung dé tao két ndi doc lap, da giao thic cho nang rlengao quay $
(Virtual Private Dail-up Network). L2TP cho phepuﬁ)g ding co6 th két ndi théng qua
cac chinh sachab mat caa cong ty (security policiesl tao VPN hay VPDN nh 14 ar
mo rong aia mang i bo cong ty.

- L2TP khong cungap ma héa.
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L ili  PPPheader

h ariginal IF header
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- L2TP la & két hop caa PPP(giao tirc Point-to-Point) ¥i giao thic L2F(Layer 2
Forwarding) @a Cisco dalo rat hiéu qua trong Kt ndi mang dial, ADSL, va cac amng
truy cp tir xa khac. Giao tlc mo rong nay & dung PPRié cho phép truyap VPN boi
nhitng ngrol st dung tr xa.



b. GRE:

- bay lada giao thirc truyen thongdoéng géi IP, CLNP vait ca ca goi dk liéu bén
trongduongong IP (IP tunnel)

- V6i GRE Tunnel, Cisco routeg stdng g,éi cho rai vi tri mot giao thirc dac treng
chi djnh trong goi IP headend mot duong ket noi ao (virtual point-to-point) ¢i Cisco
router é@n den. Va khi goi d liéu den dich IP headeré&sdugc mo ra

- Bang viéc két ndi nhiéu mang con i cac giao titc khac nhau trong maitbng
co mot giao thic chinh. GRE tunneling cho phép cac giaectkhac cd th thuan loi
trong viéc dinh tuyen cho goi IP.

c. IPSec:
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- IPSec la s lya clon cho vEc bao mat trén VPN. IPSec |a & khung bao §m bao
mat dit liéu (data confidentiality), tinh toarew cia dr liéu (integrity) va véc ching
thuc dix liéu.

- IPSec cungép dich w bao mat sir dung KDE cho phép a thuin cac giao thc

va thifit téan trén n chinh sachue b (group policy) va sinh ra cac khéadma héa
va chrng thrc dwoc ar dung trong IPSec.

d. Point to Point Tunneling Protocol (PPTP):

- Puogc ar dung tén cac may client ety HDH Microsoft for NT4.0 va Windows
95+ . Giao tkc nayduoc ar dungdé ma hoa @ liéu leu thdong trén Mng LAN. Giong



nhu giao thrc NETBEUI va IPX trong it packet gl Ién Internet. PPTPwh trén
chuan RSA RC4 va &tro bol sy ma hda 40-bit har 128-bit.
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- N6 khéngduoc phat trén trén ang két ndl LAN-to-LAN va gigi han 255 Kt noi

t§1 1 server chco bt duong Am VPN trén not két néi. N6 khéng cung 4p ar ma

hoa cho cac congaa lon nhing n6 & caidat va trién khai va 1a ot gial phap truy ép

tir xa ch co tre lamduoc trén mng MS. Giao tikc nay thiduoc dung 6t trong
Window 2000. Layer 2 Tunneling Protocol e IPSec.

6. Thiét lap mot két néi VPN:

a. May VPN an két ndi (VPN client) o két nt VPN (VPN Connection)ii may

cha cung ép dich w VPN (VPN Server) théng quakndi Internet.

b. May chi cung @p dich wi VPN tra 16i két ndi téi
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c. May chi cung ép dich v VPN ching thec cho Kt ndi va cip phép cho & néi

d. Bit dau traodoi dit liéu gira may én két néi VPN va mang cong ty

7. Cac dang két ndi VPN:

a. Remote Access VPNSs :

Remote Access VPNs cho pheép trap @at cr lic nao Ii@ng Remote, mobile, va
cdac thét by truyen théng @a nhan vién cac chi nhanhtinoi dén tai nguyén ning aia

t6 chac.

Remote Access VPN mé # viéc cac ngoi dungé xa sr dung cac pan mém VPN
dé truy cip vao mang Intranet ¢a cong ty théng qua gatewayaed/PN concentrator
(ban chit 1a mot server). Vi ly do nay, i phap nay thong duoc goi I client/server.
Trong gai phap nay, cac ngi dung throng throng ar dung cac céng nghWAN
truyén thong dé tao lai cac tunnel & mang HO @a ho.

Mot hudng phat trén kha noi trong remote access VPN la dung wireless VPN,
trongdd mot nhan vién cé téltruy Gp Ve mang aia hp thong qua & noi khong day.
Trong thét ké nay, cac &t nbi khong day én phai két ndi vé mot tram wireless
(wireless terminal) va sat6 V& mang aia cong ty. Trongahai tirong hop, plin mém
client trén may P@éu cho phép kbi tao cac Kkt ndi bao mat, conduoc goi 1a tunnel.

~ Mot phan quan tong aia thiét ké nay la véc thiet ke qua trinh xac tirc bandau
nham dé dam bao 1a yéu au duoc xuat phat &r mot ngwon tin cy. Thuong thi giaidoan
bandau nay dra trén cung Bt chinh sach &bao mit cia céng ty. Chinh sach nay bao



gom: qui trinh (procedure) jkthuat, server (such as Remote Authentication Dial-In
User Service [RADIUS], Terminal Access Controllezc&ss Control System Plus
[TACACSH]...).

M 6t s6 thanh phan chinh :

- Remote Access Server (RASJuoc dat tai trung tam c6 nl@im wu xac nkin va
chiang nHin cac yéu &u gii téi.

- Quay $ két ndi dén trung tamgiéu nay § 1am gam chi phi cho it sd yéu du
¢ kha xa so i trung tam.

- H6 tro cho nhitng ngrdi ¢6 nhiém wu cau hinh, ko tri va qan Iy RAS va b trg
truy cip tr xa byi nguoi dung.

Data Center

Remote Office

Figure 1-2: The non-VPN remote access setup.

- Bang viéc trién khai Remote Access VPN, itifg ngroi dung i xa hdic cac chi
nhé&nh wn phong chcan caidat mot két ndi cuc bd dén nha cung &p dich wi ISP hac
ISP’s POP va & ndi dén tai nguyén thdng qua Internet. Thong tin RemateeAs
Setupduoc mé & boi hinh \& sau :
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Figure 1-3: The Remote Access VPN setup
Nhuw ban c6 thé suy ra tir hinh 1-3, thuén lgi chinh cia Remote Access VPNSs :
- Su can thiét caa RAS va vic két hop v6i modemduoc loai tru.

- Su can thiét ho tro cho ngroi dung c& nhadwoc loai trir boi vi két ndi tir xa da
duoc tao dieu kién thuan loi boi ISP

- Viéc quay $ tir nhiing khaing cach xatuoc loai trir, thay vaaio, nhiing ket noi
véi khoang cach xa&dugc thay ti boi cac kKt noi cuc bo.

- Giam gia thanh chi phi cho céétknéi véi khoang cach xa.

- Do day la ndt két ndi mang tinh ac b, do \ay toc do ndi két s cao fon so \6i
két noi truc tiep den nhirng khaing cach xa.

- VPNs cung ép kha nang truy @p dén trung tamét hon bsi vi n6 ho tro dich wi
truy cip & mirc do toi thieu nhat cho du c6 @ tang nhanh chéng caétknoi dong thoi
dén mang.

Ngoai nhirng thuan lgi trén, VPNs ding ton tai mat sé bat lgi khac nhu :

- Remote Access VPNsiog khéng Bo dam duoc chit lugng phuc vu.



- Kha nang mit dir liéu 1 ft cao, thém tia Ia cac phadoan cia gai di liéu co thE
di ra ngoai va bthat thoat.

- Do d6 phac tap cia thifit todn ma hod, protocol overheadd dang I, diéu nay
gé~y kho kian cho qua trinh xé}c hh. Thém vaalo, viéc nén d liéu IP va PPP-based
dien ra vd cung cim chap va bi té.

- Do phii truyén dit liéu thdng qua Internet, nén khi trdéi cac dr liéu Isn nhr cac
goi dit liéu truyen théng, phimanh, am thanhé&rat cham.

b. Site - To — Site (Lan—To - Lan):

- Site-to-site VPN(Lan-to-Lan VPNjuoc ap ding dé caidat mang tr mot vi tri
nay Kt ndl t§l mang aia mbt vi tri khac théng qua VPN. Trong ho&inb nay thi vc
ching thrc bandau giita cac thit bi mang duoc giao cho ngoi st dung. Noi ma cé
mot két ndl VPN duoc thiét 1ap gita ching. Khidd cac thét bi naydong vai tro nir 1a
mot gateway, vatam bao ring viéc hru thongda duoc dr tinh trde cho céac site khéac.
Céc router va Firewallrtng thich wl VPN, va céc b tap trung VPN chuyénuhg
déu cung ép chrc nang nay.

Site-to-Site VPN

Branch Office 1
WS 2000 with
-+ IPSec WPN Client
= ! {Branch Office VPN Router)
2 i Intarret G
e ﬂ'f IPSec i
—~ - Berver
T . |Corporate)
Branch Office 2 = IPSec VPN Tunnel
a Corporate Office
-~

Branch Office n

- Lan-to-Lan VPN c6 thduoc xem nix la intranet VPN hac extranet VPN(xem
xét V& mat chinh sach gin ly). Néu ching ta xem xétudl gocdo ching thrc né co ti
duoc xem nlw la mot intranet VPN, ngoc lal chingduoc xem nlr la mbt extranet
VPN. Tinh chit ché trong vic truy @p giita cac site cé thduoc diéu khién bsi ca
hai(intranet va extranet VPN) theo cac siteng tng aia chung. Gii phap Site to site



VPN khong la mit remote access VPN ahg ndduoc thém vaaiay vi tinh clit hoan
thién aia no.

- Sy phan bét giita remote access VPN va Lan to Lan VPNd&m thuan mang
tinh cHit teong treng va xa bn 1a néduoc cung @p cho muc dich thao luan. Vi du nhu
la céc thét bi VPN dra trén pln aing msl(Router cisco 3002 éimg han) ¢ day dé
phan lal duoc, ching ta pil 4p ding & hai cach, bl vi harware-based client cééth
xuat hién néu mot thiét bi dang truy ép vao mang. Mic du ndt mang cé ti¢ cé nhéu
thiét bi VPN dang \an hanh. Mt vi du khac nhr 1a ché d6 mé rong aia gl phap Ez
VPN bing cach ding router 806 va 17xx.

- Lan-to-Lan VPN la s két ndl hai mang riéng & thdng qua it duong ham bao
mat. duong im bao mat nay co té s dung cac giao thc PPTP, L2TP, hax IPSec,
muc dich aia Lan-to-Lan VPN laét ndl hai mang khéng catuong ol lal vél nhau,
khéng c6 vic thoa hiép tich hyp, ching thrc, ar can mat caa di liéu. ban co thé thiét
lap mot Lan-to-Lan VPN théng quarskét hop aia cac tht bi VPN Concentrators,
Routers, and Firewalls.

- Két ndl Lan-to-Landuoc thiét ké dé tao mot két ndl mang trec tiép, hiéu qua bat
chip khaing céch 1t Iy giita ching. C6 thkét ndl nay luan chugn théng qua internet
hoic mot mang khdngduoc tin cy.Ban phil dam bao van dé bao mat bang cach
dung sr ma hoa @ liéu trén &t ca cac goi @ liéu dang luan chu§n giita cac nang do.

1. Intranet VPNSs:

Remaote
Branch Office

Remaote
Branch Office

Corporate
Headguarters

o

Backbone
WAN

Branch Office

Figure 1-4: The intranet setup using WAN backbone



- Intranet VPNsiugc st dung dé ket noi dén cac chi nhanhan phong éa © chic
den Corperate Intranet (backbone routérXsng campus router, xem hinh bénsd:

- Theo mé hinh bén tré@ sit ton chi phi do phi sit dung 2 routerdé thiét lap duoc
mang, thém vaao, viéc trién khai, ko tri va qan ly mang Intranet Backbones sat
ton kém con tuy thac vao trong lru thdng trén nng di trén n6 va phm vi dia ly aia
toan [ mang Intranet.

- D¢ giai quyet van de trén, s ton kém @a WAN backboneduoc thay ti boi cac
ket noi Internet \6i chi phi thap, dicu nay c6 th mot luong chi phidang K cua viec
trien khai mang Intranet, xem hinh bénrdi :

Remote

Remote
Branch Offica

Corporate
Headquarters

Branch Office

VPN = e
Gateway A ' VPN Gateway

Tunnad Tunnel

The Internet

Tumnel

Remote
Branch Office

Figure 1-5: The intranet setup based on VPN.
Nhirng thuan lgi chinh caa Intranet setup dwa trén VPN theo hinh 1-5 :

- Hiéu qua chi phi lon do gam $ leong routerdugc st dung theo mé hinh WAN
backbone

- Giam thiéu dang ¥ sb luong b trg yéu du ngroi dung ca nhan qua toaAw; cac
tram & mot so remote site khac nhau.



- Bai vi Internet hat dong nhr mot két ndi trung gian, né & dang cung ap nhiing
két noi mgi ngang hang.

- Két noi nhanh fon va tt hon do \é ban chat két ndi dén nha cung p dich w, loai
bo van de ve khoang cach xa va thémia giap 6 chirc giam thiéu chi phi cho \dc thec
hién Intranet.

Nhirng bét lgi chinh két hop véi cach gii quyét :

- Bai Vi dit liéu van con tunnel trong $ qué trinh chiadtrén ming céng 6ng-
Internet-va nftng nguy © tan cong, nkxr tin cdng king tir chdi dich w (denial-of-
service), ¥n con la ndt mdi de da an toan thdng tin.

- Kha nang mt dit liéu trong ltc di chugn théng tin éng Van rat cao.

- Trong ndt sH truong hop, nhit |2 khi dx ligu la loai high-end, nlx cac ip tin
mulltimedia, véc traodoi dit li¢u £ rat cham chap doduoc truyen thong qua Internet.

- Do |4 Kt ndi dua trén Internet, nén tinhéui qua khéng lién tic, throng xuyén, va
QoS ding khéngduoc dam bao.

2. Extranet VPNs:

- Khdng gbng nhr Intranet va Remote Access-based, Extranet khoag taan
cach li tr bén ngoai (outer-world), Extranet cho phép trigy shirng tai nguyén rmg
can thiét cua cacdéi tac kinh doanh, cﬁng han nhr khach hang, nha cundp ddi tac
nhitng ngroi giit vai trd quan wng trong  chac.

Supplier

Figure 1-6: The traditional extranet setup.



- Nhu hinh trén, rang Extranetit ton kém do cé niu doan mang riéng bét trén
Intranet Kt hop lai voi nhaudé tao ra ndt Extranet. Bdu nay lam cho kho #n khai va
quan ly do c6 nhéu mang, dong thyi ciing khé kiin cho c& nhan lam cénggéeibao tri
va quin tri. Thém rika 1a ming Extranet & dé mo rong dodiéu nay $ lam i tung toan
bo mang Intranet va c6 thanh hrong dén cac Kt ndi bén ngoai mng. S c6 nhing van
dé ban gip phai bat thinh linh khi Kt néi mét Intranet vao it mang Extranet. Tén
khai va thét ké mot mang Extranet cé #hla mdt con 4c ndng aia cac nha tit ké va
quan trn mang.

Caorporate
Metwaork

‘L

The Internst

Supplier 3

Supplier 2

Figure 1-7: The Extranet VPN setup

M ¢t s6 thuén lgi cia Extranet :

- Do hait dong trén moi teong Internet, bn c6 ﬂé lva clon nha phan i khi lua
chon vadua ra plwong phap dii quyet tuy theo nhu &8u caa © chirc.- Boi vi mot phan
Internet-connectivityfuoc bao tri boi nha cung ap (ISP) nén eng gam chi phi tao tri
khi thué nhan viéndw tri.- De dang trén khai, gan ly va chinh gra théng tin.

M ¢t s6 bat loi cia Extranet :
- Sr de cha \é tinh an toan, nibi tin céng fng tir chdi dich wi van con 6n tai.

- Tang thém nguy Kim ar xam nhp di véi té chic trén Extranet.

- Do dra trén Internet nén khiidiéu la céc lai high-end data thi ¢c traoddi dién
ra clim chap.



- Do dra trén Internet, QoS(Quality of Serviceéng khongduoc bao dam thuong
Xuyén.

Il. Tim Hiéu Vé Giao Thirc IPSec:

- Thuat ngit IPSec la roit tir viét tit caa thifit Internet Protocol Security. N6 c6
quan K t6i mot 0 bo giao thic (AH, ESP, FIP-140-1, vaghso chuan khac)dugc phat
trién boi Internet Engineering Task Force (IETF)udAdich chinh é@a viéc phét trén
IPSec la cungap mot co cau bao mat o ting 3 (Network layer)ia md hinh OSI, nh
hinh 6-1.

Application Layer

Presentation Layer

Session Layer

Transport Layer

Network Layer

Data Link Layer
Physical Layer

Figure 6-1: The position of IPSec in the OSI model.

- Moi giao tiép trong ndt mang trén o so IP déu dra trén céac giao tre IP. Dodo,
khi mot co ché bao mat caoduoc tich lyp V6i giao thrc IP, toan B mang duoc bao
mat boi vi cac giao #p déu di qua ting 3. PO 1a ly do tai sao IPSatroc phat trén &
giao thic ting 3 thay viing 2).

- IPSec VPN dung cadch w duoc dinh nghia trong ]PSedé dam bdo tinh toan
ven di liéu, tinh nlat quén, tinh bi it va xac tlrc aia truyén dir liéu trén ndt ha tang
mang cong éng.



- Ngoai ra, i IPSec it ca cacitng ding dang chy & tangtng ding aia mé hinh
OSI déu doc lap trén fing 3 khidinh tuyén dit liéu tir ngudbn dén dich. Boi vi IPSec
duoc tich hyp chit ché vai IP, nén nkingang ding co tié ding céc thw ké thira tinh
nang o mat ma khéng &n phai c6 ar thaydoi [6n lao ndo. @ng glong IP, IPSec
trong st véi nguoi dung ci, 1a ngroi ma khong &n quan tandén co ché bao mat
mé rong lién tc dang sau rt chwi cac hat dong.

- IPSec hat @¢ong dra trén md hinh ngang hang (peer-to-peer) la mo hinh
client/server. Security Association (SA) l@thgui udc giua hai bén trongo thucdéy
céc traadoi giita hai bén giao&p. Mbi bén giao ép (co tre 1a thiét bi, pran mém) phai
théng nHit véi nhau \é cac chinh sach Bo cac quiic bing cach & do tim céc chinh
sach nay §i dbi tac tim ring aia né. C6 hai Kiu SA: ISAKMP SA (contuoc biét dén
vaoi tén gi la IKE SAs) va IPSec SA.

- Security Associations (SAs) ladtrkh&i nEm oo ban cia b giao thirc IPSec. SA

la mot két ndi luan ly theo ndt pheong hréng duy niat giita hai thre thé sir dung cac
dich w1 IPSec.

e Cac giao tlrc xac nlan, cac khoa, va céc thiLtoan

e Phrong thrc va cac khoa cho cac #iuoan xac nén duoc dung lai cac
giao thrc Authentication Header (AH) hay Encapsulation S&gtPayload (ESP)i@
bo IPSec

e Thuat toan ma hoda va gjima va cac khoa.

e Thdng tin lién quan khéa, nrkhaang thi gian thaydoi hay khaing thi
gian lam troi cua cac khoa.

e Théng tin lién quarén chinh E&n than SA bao&m dia cH ngwbn SA va
khoang thoi gian lam troi.

e Céch dung va kich tidc cna kit ky sr dong b ma hoa dung,du cé.

SPI Destination | Security
IP Address Protocol

Figure 6-2: A generic representation of the threkl$ of an IPSec SA.



Nhu hinh 6-2, IPSec SAdN c6 3 torong :

- SPI (Security Parameter Index).bay la ndt truong 32 bit dung ndn dang giao
thic bao mat, dugc dinh nghia boi truong Security protocol, trongodPSecdang dung.
SPIdugc mang theo nhla mbt phan dau cia giao thkc bao mat va throng duoc chpn
boi hé thdng dich trong sét qua trinh tha thuin cia SA.

- Destination IP addressbay ladia ch IP aia ndtdich. Mic du né c6 th la dia
chi broadcast, unicast, hay multicastpnf @ ché quan ly hién tai cua SA ch duoc
dinh nghia cho I thong unicast.

- Security protocol. PHin nay mé 4 giao thrc bao mat IPSec, c6 téla AH haic
ESP.

- Chu thich :

e Broadcasts c6 nd cho #t ca hé théng thubc cling ndt mang haic mang
con. Con multicastsig dén nhiéu (nhung khong phi tat i) nat aia mdt mang haic
mang con cho . Unicast c6 ngla cho 1 nattich don duy nfat. Boi vi ban chit theo
mot chiéu duy nhit caa SA, cho nén 2 SA phduoc dinh nghia cho hai bén théng tin
dau cudi, mot cho ndi huong. Ngoai ra, SA co thcung @p cac dch w bao mat cho
mot phién VPNdwoc bao vé boi AH hoiac ESP. Do fy, néu mbt phién én bao & kép
boi ca hai AH va ESP, 2 SA @ihduoc dinh nghia cho mi huéng. Viéc thiét 1ap nay
cua SAduoc goi la SA bundle.

e Mot IPSec SA dung 2ocso dir liéu. Security Association Database (SAD)
nam giir théng tin lién quadén moi SA. Thong tin nay baodgn thuat toan khda, toi
gian $ng aia SA, va chéi s6 tuan tr. Co so dit liéu thic hai @ia IPSec SA, Security
Policy Database (SPD)am giit théng tin & cac dch wi bao mat kém theo ¢i mét
danh séach ity chinh sach cadiém vao va ra. Ging nhr firewall rules va packet
filters, nhiing diém truy dp naydinh ngha hru lwong naoduoc xit Iy va heu hrong nao
bi tir chdi theo trng chudin cia IPSec.

Bd IPSecdwa ra 3 kha niang chinh bao @m :

- Tinh xac nhian va Tinh nguyén n dir ligu (Authentication and data
integrity). IPSec cungap mjt co ché manh e dé xac nfin tinh chat xac thrc cia
nguoi gui va kiém chirng kit ky s sira d6i khéngduoc bao é trudc d6 aza i dung
gOi dit liéu boi nguoi nhan. CAc giao thc IPSeatua ra kfa nang hio v& manh @ chdng
lai cAc ding tin cdng g mao, danh i va tir chbi dich w.

- Sy can mjt (Confidentiality). Cac giao tic IPSec ma héaidiéu bing cach &
dung k§ thuat ma hda caoap, giup ngn can ngroi chua chirng thec truy @p di liéu



trénduong di cuia nd. IPSecing ding o ché tao him dé an dia cH IP cia nat ngén
(nguoi gii) va nutdich (ngroi nhan) tir nhirtng k& nghe 1én.

- Quan ly khéa (Key management)IPSec dung @t giao thrc tht ba, Internet
Key Exchange (IKE)dé thoa thuin cac giao thc bao nit va cac thét toan ma héa
truéc va trong sét phién giao éth. Mot phan quan tong rira, IPSec phan phva kiém
tra cac khoa ma vap nhat nhicng khéado khi dugc yéu @u.

- Hai tinh riing dau tién @ia kb IPSec, authentication and data integrity, va
confidentiality,duoc cung ép boi hai giao thirc chinh @a trong b giao thrc IPSec.
Nhitng giao thirc ndy bao §m Authentication Header (AH) va Encapsulating Sigur
Payload (ESP).

- Tinh ring thr ba, key managementim trong 1§ giao thrc khac,duoc bo IPSec
chap nhan bai N6 1a ndt dich wu quan ly khéa manh. Giao tlkc nay la IKE.

- SAs trong IPSec Bin tai duoc trién khai Bing 2 ci¢ do do 1a cié d6 Transport va

ché d6 Tunnelduoc mé & ¢ hinh 6-7. G AH va ESP c6 thlam viéc v6i mot trong hai
che do nay.

Internet

- Security Security s
Gateway Gateway| Recipient
.'v"-' g ,1 _ﬁ-' e
&@ jl——— Tunnel Mode ———— | %"‘ﬁ
He Transport Mode | o

Figure 6-7: The two IPSec modes.

Transport Mode :

- Transport modedw \é giao thic tang trén va caang dung. Trong Transport
mode, pln IPSec headetugc chén vao gia ptin IP header va pin header ¢a giao
thic ting trén, nir hinh mé 4 bén drgi, AH va ESP & duoc dit sau IP header nguyén
thay. Vi vay chi co i (IP payload) lateoc ma hoa va IP header baiu laduoc giit
nguyén ¥n. Transport mode céélduoc dung khi @ hai host b tro IPSec. Ch 4o
transport nay co thim loi 1a chi thém vao vai bytes chodinpackets va néimg cho
phép céc tlét bi trén mang thiy duoc dia cH dich cwbi cung @a goi. Kh ning nay cho



phép cac tacwxu ly dac biet trén cac rang trung gian da trén cac thong tin trong IP
header. Tuy nhién cac thdng tin Layerdsma hoéa, lam @i han kha ning kiem tra
cua goi.

Original IP datagram
|1P Header| Payload |

Datagram with IPSec (AH or ESP) in Transport mode
[1P Haadar]f.H or ESP Header| Payload |ESP Trailer| ESP Authentication

il [
-

: : Encrypled
'1 Authenticated ' h
; (ESP) ;
- (AH) ”

Figure 6-8: IPSec Transport mode—a generic reptasen.

Original | Original
Packet |IP Header| '©F | Data

AH Transporl | Original
Mode Packet |IP Loager| AH |TCP|Data

Figure 6-9: AH Transport mode.

Original | Original
Packet |IP Header| TCT | Data

ESP Transport| Original | ESP TcP | Data |LESP |Optional ESP
Mode Packet | IP Header| Header TrailenAuthentication

Figure 6-10: ESP Transport mode.



- Transport mode thii mat qua trinh % ly phan dau, dodé né nhanh én. Tuy
nhién, no khong Bu qui trong turong hop ESP c6 kh nang khéng xac nin ma ding
khéng ma hoa gim dau IP.

Tunnel Mode :

- Khéng gbng Transport mode, Tunnel mod#obs toan [ goi di liéu. Toan b
goi dit liéu IP duwoc ddng goi trong it goi di liéu IP khac va bt IPSec headeatugc
chén vao gta prin d¢au nguyén Bn va ptn dau moi cua IP.Toan b goi IP bandau s
b1 d6ng goi i AH hoiac ESP va it IP header mi s& duwoc bao lpc xung quanh géiid
liéu. Toan 1 cac goi IP & duwoc ma hoa va &rthanh d liéu moi caa goi IP ndi. Ché
d6 nay cho phép ritng thiét bi mang, ching han nhr router, hat d6ng nhr mot IPSec
proxy thrc hién chrc ning ma héa thay cho host. Router &y ma hdéa cac packets
va chuyn ching dc theo tunnel. Routetich € giai ma goi IP bartau va chugn né
vé hé théng cubi. Vi vay header i s& cd dia ch nguwdbn chinh la gateway.

- V6i tunnel hat dong gita hai security gatewayija chi ngwn vadich cd ti
duoc ma hoéa. Tunnel modargc dung khi ngt trong haidau aia ket noi IPSec la
security gateway vdia cH dich that sy phia sau cac gateway khéng &othy IPSec

Original IP datagram

IF Header Payload

Tunneled datagram

M
iP Hg:#r IP Header Payload

Datagram with IPEec (AH or ESP) in Tunnel mode

Mew |AHorESP| IP ot
IP Header] Header  IHoader Payload |ESF Trailer|ESF Authenfication|

(P S S—

! : Encrypted !
- Aunthongicated : o
(ESP)

.

r'e

Authenticated (AH)
Figure 6-11: IPSec Tunnel mode—a generic representa

- Trong AH Tunnel mode, fah dau msi (AH) dugc chén vao gia ptin header
maoi va phan header nguyénah, nhr hinh bén ddi.

Criginal | Original | +ap

Packet |IP Header Data

AH Tuninel Mew Original
Mode Packet |IP Header]| AH |IP Header| 'CF | D28




Figure 6-12: AH Tunnel mode.

Packat |IP Heada

Original | Original TCF.JDE“E

ESPTunnel | New | ESP | Original | 1ep | paia| ESP |Optional ESP
Mode Packet ||P Header|Header | IP Header | Traller | Authentication

Figure 6-13: ESP Tunnel mode.

- IKE SA la qué trinh hai cBi va cung &p mot kénh giao #ip bao mat giita hai
bén. Thidt ngi ‘hai chiéu’ cé y ngha 1a khida duoc thiét 1ap, mbi bén co th khoi tao
ché @6 QuickMode, Informational va NewGroupMode. IKE SAoc nhin ra i cac
cookies @a bén kidi tao, duoc theo sau &i cac cookies a tra 10i cua phiaddi tac.
Tha tu cac cookiesiuoc thiét 1ap boi phase 1 &tiép tuc chi ra IKE SA, tt chip chiéu
cua nd. Clic ning chi yéu aia IKE 1a thét 1ap va duy tri cac SA. Cac thatinh sau
day la mirc t6i thiéu phai duoc thdng nhit giita hai bén nin la mbt phan caa ISAKMP
(Internet Security Association and Key Managemeatdeol) SA:

» Thuat giai ma hoéa

 Thuat giai bam dugc dung

* Phrong thrc xac thrc < dung

« Thong tin ¥ nhdm va gii thuat DH

- IKE thyc hién qud trinh do tim, qua trinh xaarth quan ly va traodoi khéa. IKE
s& do tim radugc mot hop dong gita haidau cwi IPSec va sadé SA € theo dbi it ca
céc thanh pdn caa ot phién lam vc IPSec. Sau khdad do tim thanh céng, cac théng
sd SA hop Ié s3 duoc luu trit trong @ so dit liéu caa SA.

- Thuan loi chinh @ia IKE bao ¢m:
o IKE khong phi Ia mot cong ngk doc lap, dodd né cé th dung \6i bat ky
co che bao mat nao.
e Co ché IKE, mic du khdng nhanh, ming héu qui cao & vi mot leong Ion
nhitng hép hoi bao mat thoa thiuin voi nhau \éi méot vai théngdiép kha it.
IKE Phases

- Giai doan | va ||7|a hai giaidoan tao nén phién lam gt duea trén IKE, hinh 6-14
trinh bay ndt so dac diem chung éa hai giaidoan. Trong nét phién lam c IKE, n6



gia Sir d& c6 ndt kénh ko mit duoc thiét 1ap sin. Kénh ko mat nay phii duoc thiét 1ap
trudc khi co hat ky thoa thuin nao xy ra.

Phasze | Phasa Il
Establish Megotiate
Secure Channal Genaral

for IKE SA Purpose SAs

G- !

Sender Recipiant

Figure 6-14: The two IKE phases—Phase | and PHase |
Giai doan | caa IKE

- Giai doan | caa IKE dau tién xac nin cacdiém théng tin, va sado thiét 1ap mpt
kénh ko mat cho st thiét lap SA. Tép d6, cac bén thong tin dl thiin mot ISAKMP
SA dong y An nhau, bao@mn céc that toAdn ma hoa, hamiim, va cac ptiong phap xac
nhan bao vé ma khoa.

- Sau khi o ch¢ m& héa va hamaim d& duoc dong y 6 trén, nt khéa chi 8 bi
mat duoc phat sinh. Theo sau laintg théng tinduoc dungdé phat sinh khda bi i :

e Gia ti Diffie-Hellman
e SPIl @ia ISAKMP SA¢ dang cookies
eSS ncau nhién known as nonces (used for signing purposes)

- Néu hai bénténg y sr dung phrong phap xac rin dea trén public key, chiing
cling cn traodoi IDs. Sau khi traalbi cac thdng tin &n thiét, ca hai bén phat sinh
nhitng key riéng ¢a chinh minh dung chingté chia $ bi mit. Theo cach nay,
nhitng kh6a ma hoduoc phat sinh ma khéndie thec ar traodoi bat ky khéa nao
thong qua rang.

Giai doan Il cua IKE

- Trong khi giaidoan | thoa thuin thiét 1ap SA cho ISAKMP, giaifoan 1l giai
quyét bang viéc thiét 1ap SAs cho IPSec. Trong giédan nay, SAs dung néil dich w
khac nhau tha thuin. Co ché xac ntin, ham Bm, va thidt toan ma hoadw & goi di
liéu IPSec #p theo (& dung AH va ESP) d6i hinh thrc mot phan aia giaidoan SA.



- Sy thoa thuin caa giaidoan xay ra throng xuyén bn giaidoan 1. Bién hinh, &
thoa thuin c6 tte 1ap lai sau 4-5 phut. Sthaydoi thuong xuyén cac méa khoa imgcan
cac hacker bgay nhirng khda nay va saio la roi dung @a gaoi dr liéu.

- Tong quét, mt phién lam vc ¢ giai doan 1l trong dwong Wi mét phién lamvéc
don oua giaidoan 1. Tuy nhién, nkiu ar thaydoi ¢ giai doan 1l ciing c6 ti¢ duoc b tro
bai mot truong hop don ¢ giai doan 1. Biéu nay 1am qua trinh giadah chim chap cia
IKE t6 ra trong d6i nhanh fn.

- Oakley la ndt trong é‘céc giao thc aia IKE. Oakley is one of the protocols on
which IKE is based. Oakleyn luot dinh nghia 4 cle @6 pho bien IKE.

IKE Modes
4 ché do IKE pho bién thuong duoc trién khai :
e Ché d6 chinh (Main mode)
e Ché d6 linh haat (Aggressive mode)
e Ché d6 nhanh (Quick mode)
e Ché d6 nhém ndi (New Group mode)
Main Mode

- Main mode xA&c ndn va ko vé tinh ddng ntit caa cac bén cé lién quan trong qua
trinh giao dch. Trong ch d6 nay, 6 thongliép duoc traodoi gitra cacdiem:

e 2 thongdiép dau tién dungié thoa thuin chinh sach4m mat cho st thay
doi.

e 2thdngdiép K tiep phuc wu dé thaydoi cac khoa Diffie-Hellman va
nonces. Nfing khda sau nay it hién mot vai tro quan ng trong @ ché ma héa.

e Hai théngdiép cui cung @a cté do nay dungté xac niin cac bén giao
dich Wi su gitp do caa chi ky, cac ham #m, va ty chon véi chieng nhén.

Hinh 6-15 md4 qua trinh giao ith trong ck do IKE.
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Aggressive Mode
- Aggressive modedban chit gibng Main mode. Chkhac nhau thay vi main

mode c6 6 thdngiép thi clét do nay chi cé 3 thongtiép duoc traodoi. Do do,
Aggressive mode nhanlyi mai mode. Cac théndiép d6 bao ¢m :

e Thongdiép dau tién dungié dua ra chinh sachib mat, pass data cho khéa
chinh, va traaloi nonces cho ¥c ky va xac minh ép theo.

e Thongdiép ke tiép hoi dap ki cho thdng tindau tién. N6 xac thc ngroi
nhian va hoan thanh chinh sackolbmiat bang cac khoa.

e Théngdiép cuwi cung dungté xac nn ngroi gui (hoac by khoi tao cia

phién lam \&c).

Sender Recipient

| [1Ds] | Nonce, | [KE] | SA | Header |—»

4| Header [ SA [[KE] | Nonce, | (1D, [ iCert) | Sig, |

| Sig, | [Cert] | Header |—»

Headar: an ISAKMP header corresponding to the used mode
SA: the negotiated Security Association

Nence: a random number sent for signing

KE: key exchange data for Diffie-Hellman key exchange

Sig: signature payload used for authentication

Cart: & cartificate fof the public key

IE: identity payload (us is sender and ur is recipient in Phase )



Figure 6-16: Message exchange in IKE Aggressiveanod
Ca Main mode va Aggressive modéu thuc giaidoan 1.

Quick Mode

- Ché @6 thit ba @a IKE, Quick mode, & ¢hdd trong giaidoan 11. N6 dungdé
thoa thuin SA cho cac ith w bao mat IPSec. Ngoai ra, Quick modéng c6 tié phat
sinh khéa chinh di. Néu chinh sachim Perfect Forward Secrecy (PRspc thoa
thuan trong giaidoan 1, mot sr thaydoi hoan toan Diffie-Hellman kegtuoc khoi tao.
Mit khac, khéa mi duoc phat sinh ing céc gia irbam.

2 2

Saender Recipiant

{10, | (1D, | [KE] | Nonce, | SA | Hash, | Header |—p»

€[ Header [Hash.| SA | Nonce, [ [KE] | [IDu] [ (1D, |

Hasho[ Header |—>

Header: an ISAKMP header cormesponding to the used mode
SA: the negotiated Security Association

MNonca: a random number sent for signing

KE: key exchange data for Diffie-Heliman key exchange

Hash: the oulpul of a hash function over spacified payload data
1D idantity payload (us is sender and ur is recipient in Phase |1}

Figure 6-17: Message exchange in IKE Quick modechvhelongs to Phase II.

New Group Mode

- New Group modéuoc diingdé thoa thuin mot private group mi nham tao dieu
kién traoddi Diffie-Hellman keyduoc dang. Hinh 6-18 m&GtNew Group mode.
Maic du clg d6 nayduoc thec hién sau giadoan I, nhrng né khdng théc giai doan |l.

2 2

Sender Recipient

| 5A [Hash, | Header |—»

o —| Header | Hashg | Sa

Header: an ISAKMP header comesponding 1o the used mode
SA: the negotiated Security Association
Hagh: the output of a hash function over spoecified payioad data




Figure 6-18: Message exchange in IKE New Group mode

- Ngoai 4 clé 6 IKE pho bién trén, con c6 thém Informational mode @ nay
két hop voi qué trinh thaytd caa giaidoan 1l va SAs. Ch d6 nay cung &p cho cac bén
c6 lién quan it sb thong tin thém, xit phat & nhitng thit bai trong qua trinh tba
thuan. Vi du, néu viéc giai ma tht bai tai nguoi nhan haic chir ky khéngduoc xac
minh thanh céng, Informational modeoc dungdé thong bao cho céac bén khaétbi

. Téng Quan Hé Pidu Hanh Cisco 10S:

1. Kién trdc hé théng:

- Gidng nhr 1a 1 may tinh, router c6 1 CPU céakiing xir Iy cac caudnh dra
trén rén tang aia router. Hai vi d vé bo xtr ly ma Cisco dung la Motorola 68030 va
Orion/R4600. Pin meém Cisco IOS chy trén Routerddi hoi CPU hay Ib vi xit ly dé
giai quyét viéc dinh tuyén va bic ciu, quan ly bang dinh tuyén va mét vai chic nang
khac @a hé thong. CPU phi truy cip vao di liéu trong B nhd dé giai quyét cac \an dé
hay By cac caudnh.

- C6 4 lai bo nhé thuong dung trén Bt Router éia Cisco la

- ROM : la by nhs tong quét trén Bt con chip hac nhiéu con. N6 con c6 th
nam trén kang mach b vi xt ly caa router. N6 chdoc ngha la dt liéu khéng tié ghi
|én trén nd. Pin mém dau tién chy trén ndt router Ciscatuoc goi 1a bootstrap
software va throng duoc hru trong ROM . Bootstrap software dugc goi khi router kli
dong.

- Flash : bs nhé Flash im trén lng mach SIMM nhrng né c6 th dugc mo
rong king cach 8 dung the PCMCIA (c6 tté th&o Bi). Bo nhé flash Hu hét duoc ar
dung dé luu trir mot hay nhéu ban sao éa ptin mém Cisco 10S. CAc fileau hinh hay
thdng tin 1§ thong ding cé tié duoc sao chép 1én flashi vai ke théng din day, b nh
flash conduoc sr dung dé giit bootstrap software.

- Flash memory aka Cisco I0S software imagBoi véi mot 0 loai, Flash
memory co th chia céc file au hinh hay boot image. Tuy theaiona Flash memory
co tke 1A EPROMS, single in-line memory (SIMM) module Hagsh memory card:

- Internal Flash memory:
o Internal Flash memoryidong chra system image.
0 Mot sb loai router co & 2 Flash memory #rlén drsi dang single in-line

memory modules (SIMM). Bu nhr SIMM c6 2 bank thifugc goi la dual-bank
Flash memory. C4c bank nay cé throc phan thanh nbi phin logic nto



- Bootflash:
o Bootflash tixong chra boot image.
o Bootflashd6i khi chra ROM Monitor.
- Flash memory PC card hay PCMCIA card:
- Flash memory card durig gin vao Personal Computer Memory Card

- International Association (PCMCIA) slot. Card rdyngdé chira system image,
boot image va file au hinh.

- Céac lai router sau c6 PCMCIA slot:
o Cisco 1600 series router: 01 PCMCIA slot.
o Cisco 3600 series router: 02 PCMCIA slots.
0 Cisco 7200 series Network Processing Engine (NPEPCMCIA slots

o Cisco 7000 RSP700 card va 7500 series Route ISRitacessor (RSP) card
chaa 02 PCMCIA slots.

- RAM : 1a b5 nhd rat nhanh nieng n6 1am rat thong tin khi & thong khoi
dong lai. N6 duoc Sr dung trong may P@¢ leu cacing ding dang chy va d liéu.
Trén router, RAMduoc ar dé giit cac lang aia k¢ diéu hanh 10S va lamdbdém. RAM
la b5 nhé co ban dugc ar dung cho nhu au leu trit cac & diéu hanh

, - ROM monitor, cung &p giao dén cho naroi st dung khi router khéng tim
thay cac file image khéng phwh.

- Boot image, gitip router boot khi khéng tinayHOS image bp I¢ trén flash
memory.

- NVRAM : Trén router, NVRAMduoc st dung dé luu trir cau hinh kloi dong.
bay la file du hinh ma I0Stoc khi router kidi dong. N6 la 6 nhd cuc ky nhanh va
lién tuc khi khsi dong lai.

- Mac du CPU va & nho doi hoi mot s thanh pln dé chay hé diéu hanh 10S,
router én phai cé cac interface khac nhau cho phép énuyép cac packet. Cac
interface nAin vao va x4t ra cac kt néi ¢én router mang theoidiéu cn thiét dén
router hay switch. Cac dointerface tlwong dung la Ethernet va Serialedng tr nhur la
cac pln mém driver trén may tinhdi cong parallel va éng USB, I0S @ng c6 cac
driver aia thét bi dé hd trg cho cac lai interface khac nhau.



- Tat ca cac router ga Cisco c6 it cong console cungap mot két ndi serial
khoéngdong b EIA/TIA-232. Cong console cé thduoc két ndi téi may tinh théng qua
két ndi serialdé lam &ing truy d@p dau cui téi router. Hiu hét cac routerdéu co éng
auxiliary, n6 trong tr nhe cong console niing dic trang hon, dwgc dung cho & noi
modemdé quan ly router tr xa.

- VD: xem man hinh consol@éa mbt router 364014 khyi dong. Chua y b xir ly,
interface va théng tindonhd duoc liét ké

Cisco 3640 Router Console Output at Startup

System Bootstrap, Version 11.1(20)AA2, EARLY DEPLMENT RELEASE
SOFTWARE (fcl)

Copyright (c) 1999 by Cisco Systems, Inc.
C3600 processor with 98304 Kbytes of main memory

Main memory is configured to 64 bit mode with padisabled program load
complete, entry point: 0x80008000, size: 0xa8d168

Self decompressing the image :
HHHHHHH R
HHHH R RO H

Restricted Rights Legend

Use, duplication, or disclosure by the Governmsrsibject to restrictions as set
forth in subparagraph

(c) of the Commercial Computer Software — Restdcte

Rights clause at FAR sec. 52.227-19 and subparadcal) (ii) of the Rights in
Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.
Cisco Systems, Inc.

170 West Tasman Drive

San Jose, California 95134-1706

Cisco Internetwork Operating System Software



IOS (tm) 3600 Software (C3640-1S-M), Version 12((IRELEASE
SOFTWARE (fc2)

Copyright (c) 1986-2002 by Cisco Systems, Inc.
Compiled Mon 06-May-02 23:23 by pwade
Image text-base: 0x60008930, data-base: 0x610D2000

cisco 3640 (R4700) processor (revision 0x00) witB@BK/4096K bytes of
memory.

Processor board ID 17746964

R4700 CPU at 100Mhz, Implementation 33, Rev 1.0

Bridging software.

X.25 software, Version 3.0.0.

SuperLAT software (copyright 1990 by Meridian Teclugy Corp).

5 Ethernet/IEEE 802.3 interface(s)

1 Serial network interface(s)

DRAM configuration is 64 bits wide with parity disied.

125K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Reat#\V

16384K bytes of processor board PCMCIA SlotO flgRaad/Write)
--- System Configuration Dialog ---

Would you like to enter the initial configuratiomatbg? [yes/no]:

- Khi mét router ndi khoi dong lan dau, 10S § chay tién trinh r dong caidat va
nguoi St dung duogc nhac tra 161 1 vai cau bi. Saudd 10S € ciu hinh & thong dra
trén nhing théng tin nAn duoc. Sau khi hoanit viéc caidat, ciu hinh throng sr dung
nhat dwogc chinh sra king cach dung giao & cau énh (CLI). Con cé it sb cach khac
dé cau hinh router baodn HTTP va cading ding quin tri mang.



2. Cisco I0S CLI:

- Cisco c6 3 modethh, Wi titng mode & c6 quyén truy @p t6i nhitng 5 1énh
khac nhau

- User mode: Pay la modaiau tién ma ngoi st dung truy d@p vao sau khi
dang nkip vao router. User mode cétiirgc nhan ra Wi ky hiéu > ngay sau tén
router. Mode nay cho phépuig ding ch thuc thi dwoc mot sd cau Enh a ban ching
han nhr xem tang thai @a ke thong. He thong khong th duoc ciu hinh hay kbi dong
lai & mode nay.

- Privileged mode:mode nay cho phép agi dung xem éu hinh @a hé thong,
khoi dong lai hé théng vadi vao mode &u hinh. N6 @ng cho phép tirc thi tt ca cac
cau Enh ¢ user mode. Privileged mode cé thiuwoc nhan ra i ky hiéu # ngay sau tén
router. Ngroi st dung € g6 cau énh enabledé cho 10S bét 1a hp mudn di vao
Privileged modett User mode. Bu enable password hay enabel secret passiveic
cai dat, ngwi st dung éin phai gd vaodung mat khau thi msi cé quyén truy dp vao
privileged mode. Enable secret passwadrdhgng phrong thrc ma hoa rnh hon khi
né dwoc leu trit trong éu hinh, do @y né an toan én. Privileged mode cho phépui
sir dung lam [t ci gi trén router, vi &y nén s dung cin than. Dé thoat kibi privileged
mode, ngoi sir dung thrc thi cau énh disable.

- Configuration mode: mode nay cho phép agi sir dung chinh sra ciu hinh
dang chy. Pé di vao configuration mode, gb caénh configure terminal tir privileged
mode. Configuration mode c6 ghimode nb khac nhau, 4t dau voi global
configuration mode, né codlduoc nhan ra i ky hiéu (config)# ngay sau tén router.
Cac mode nintrong conflguratlon mode thakpi tuy thuoc vao fan musn cau hinh cai
gi, tir bén trong ngiic & thaydoi. Ching han khi ban mubn vao mode interface, ky
hiéu s thaydoi thanh (config-if)# ngay sau tén rout&eé thoat kfdi configuration
mode, ngoi su dung c6 tit gdend hay ntin t hop phim Ctrl-Z

- Chu yé cac mode, tavao tinh hdng ap thé ma caudnh ? tai cac \i tri < hién
thi I8n cac cauéhh cé tié co6 cung nirc. Ky hiéu ? ciing c6 tié sir dung & giita cau
lénh dé xem cac ty chon phic tap cia cau énh. Example 4-2 B thi cAch & dung cau
lénh ? véi titng mode

- VD: Using Context-Sensitive Help
Router=
Exec commands:

access-enable Create a temporary Access-List entry



access-profile Apply user-profile to interface

clear Reset functions

- Budc tiép theo & huong din ban s dung cau énh thaydoi mode, xem &u hinh
hé thong va @u hinh password. Man hinh ClLia mbt router 364Qtang chay hé dieu
hanh Cisco 10&uoc hien thi.

- Buéc 1: Vao enable modeibhg cach g@nableva ntin phimEnter
Router>enable
Router#

- Budc 2: Bé xem phién bn cia k¢ diéu hanh I0Stang chy, g6 Enhshow
version

Router#show version
Cisco Internetwork Operating System Software

IOS (tm) 3600 Software (C3640-1S-M), Version 12((IRELEASE
SOFTWARE (fc2)

Copyright (c) 1986-2002 by Cisco Systems, Inc.
Compiled Mon 06-May-02 23:23 by pwade
Image text-base: 0x60008930, data-base: 0x610D2000

ROM: System Bootstrap, Version 11.1(20)AA2, EARLEBLOYMENT
RELEASE SOFTWARE

(fcl)

Router uptime is 47 minutes

System returned to ROM by reload

System image file is "slot0:c3640-is-mz.122-10.bin"

cisco 3640 (R4700) processor (revision 0x00) witB@BK/4096K bytes of
memory.

Processor board ID 17746964



R4700 CPU at 100Mhz, Implementation 33, Rev 1.0

Bridging software.

X.25 software, Version 3.0.0.

SuperLAT software (copyright 1990 by Meridian Teclogy Corp).
5 Ethernet/IEEE 802.3 interface(s)

1 Serial network interface(s)

DRAM configuration is 64 bits wide with parity disiad.

125K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Reat#\V
16384K bytes of processor board PCMCIA SlotO fl@®ead/\Write)
Configuration register is 0x2002

- T man hinh Hin thi trén cho ta thy, router naytang chy hé diéu hanh Cisco
IOS phién An 12.2(10) va én sao éa noéduoc hru trong tkk nhé Flash PCMCIA trong
slot O

‘ - Buéc 3: Tép theo, &u hinh tén router thanh 10S. Vao configuration mode
bang cach gddnh configure terminal

Router#configure terminal

Enter configuration commands, one per line. EnthWEINTL/Z.
Router(config)thostname 10S

I0OS(config)#

- Cha y Bing ky hu < chu;én ngay thanh I0OS sau khatb g6 cauénh
hostname. T4t ca cac thay &u hinh trong Cisco 10Ssghuc thi ngay &p tirc

- Budc 4: Tiép theo, lan cin dat enable password va enable secret password.
Enable secret passwoddoc luu trit bang cach dung tHit toan ma hoaat manh va
duoc ghide 1én enable passwordunndda duoc cau hinh

IOS(config)#enable password cisco

IOS(config)#enable secret san-fran



IOS(config)#exit
IOS#

- B¢ vao enable modeah can g6 mit khau lasan-fran. Cau Enh exit s dua ban
guay hi 1 mic trong @u hinh hay thoat ldi mode con Hin tai

- Budc 5: Sau khi éu hinh tén router va cdit password, #n c6 th xem du
hinhdang chy

IOS#show running-config

Building configuration...

Current configuration : 743 bytes

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname 10S

!

enable secret 5 $1$IP7a$HCINetl.hpRdox84d.FYU.
enable password cisco

|

Ip subnet-zero



call rsvp-sync

!

interface Ethernet0/0
no ip address
shutdown
half-duplex

!

interface Serial0/0
no ip address
shutdown

no fair-queue

!

interface Ethernet2/0
no ip address
shutdown
half-duplex

!

interface Ethernet2/1
no ip address
shutdown
half-duplex

!

interface Ethernet2/2

no ip address



shutdown

half-duplex

!

interface Ethernet2/3

no ip address

shutdown

half-duplex

!

Ip classless

ip http server

ip pim bidir-enable

!

dial-peer cor custom

!

line con 0

line aux O

line vty 0 4

!

end

- Bugc 6: Man hinh sau khi géhow running-config s¢ hien thi cau hinh hgn

thoi dang hat dong trong & thong, tuy nhién &u h‘mh nz}ty&mﬁt néu nhr hé thong
khai @ong lai. D€ lvu cau hinh vao NVRAM, bn chac chan phii g6 [énh

IOS#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...



[OK]

- Bu6c 7:Bé xem du hinhduoc leu trong NVRAM, kan dung énh show

startup-config

- Trong chi cac hréc trén, chi y interface Ethernet va sediabc hién thi trong
file cau hinh. Mbi interface @n c6 nhitng thdéng 6 chic chin nhr sy dong goi vadia
chi duoc caidit trude khi interface cé thsr dung mbt cachdingdan. Thém vaato,
dinh tryén IP va Bic ciu cin phii duoc ciu hinh. Tham kio viéc caidit Cisco 10S va
hudng din ciu hinh & www.cisco.conmcho phién Bn phin mém é@a an dé tham kfao

thém \é tat ca cac ty chon cau hinh co th c6 va lréng din chi tiét.

- M6t vai cau énh throng dungdé quan ly hé thdng

Cisco IOS Command

Miéu &

show interface

Hién thi trang thai hén tai va chi tét cau hinh chot
ca cac interface trongéthong

show processes cpu

Hién thi viéc sir dung CPU va cécéh trinhdang chay
trong € thong

show buffers

Xem c6 bao nhiéu buffedangdugc cip phéat hén thoi
va ar haat dong cho véc chuyén tiép cac packet

show memory

Xem c6 bao nhiéudnhs duoc cip phat cho céc aft
nang khac éa ke thong va véc ar dung ki nhd

show diag

Hién thi chi tiét cac tkk nhs trong ¢ thong

show ip route

Hién thi bang IP routetang sr dung

show arp

Hién thi dia cH MAC anh x tir dia ch IP dang dung
trong king ARP




I\V. Qui Trinh C 4u Hinh 4 Buwéc IPSec/VPN Trén Cisco 10S:

- Ta c0 tf¢ cau hinh IPSec trén VPN qua #dx sauday:
1. Chuan bi cho IKE va IPSec
2. Cau hinh cho IKE
3. Cau hinh cho IPSec
v/ Cau hinh dng ma hoéa cho goiidliéu
Crypto ipsec transform-set
v/ CAu hinh thvi gian Hn tai cua goi di liéu va cac tiy obn bao mat khac
Crypto ipsec sercurity-association lifetime

v' Tao crytoACLs ling danh sach truyap mo rong (Extended Access
List)

Crypto map
v/ Cau hinh IPSec crypto maps
v' Ap dung cac crypto maps vao césng giao tép (interfaces)
Crypto map map-name
4. Kiém tra hi viéc thuc hién IPSec

A. CAu hinh cho ma héa dk liéu:

- Sauday kan € cau hinh Cisco 10S IPSedibg cach & dung chinh sachdp mat
IPSec (IPSec Security Policg} dinh nghia cac cac chinh sachdmit IPSec
(transform set).



- Chinh séach &b mat IPSec (transform set) la &ét hop cac du hinh IPSec
transform riéngd duoc dinh nghia va thét ké cho cac chinh sachd mat luu thong
trén mang. Trong sbt qué trinh traabi ISAKMP IPSec SA Au xay ra Ki trong quéa
trinh IKE Phase 2 quick mode, thi hai b&rss dung transform set riéng choéei bao
vé dit liéu riéng a minh trénduong truyén. Transform set lauskét hop cia cac nhan
to sau:

e Co ché cho vic ching thrc: chinh sach AH
e Co ché cho vic ma héa: chinh sach ESP

e Ché do IPSec (phrong tién truyén thdng cung & duong m bao mat)

Step 1—Configure Transform Sets
ﬂ

Site 1 Site 2

i Routerf RouterB f |
—— gl Internet W_‘— =
10.0.1.3 10.0.2.3

router(confia) #

crypto ipsec transform -set transform-set-name
trangforml [transform2 [transferm3?]]
router (cfg-crypto-trans) #

RouterhA(config)l# crypto ipsec transform-set mine esp-des

« A transform set is a combination of IPSec transforms that enact a security
policy for traffic.

« Sets are limited to up to one AH and up to two ESP transforms.

Cracs Syveerra, s AL g rewrved

- Transform ,setbwg Wi viéc két hop cac AH transform, ESP transform vt db
IPSec (héc co che duong ham bao mat hoac che do phueong tién truyen thong).
Transform set @i han tir mot cho i hai ESP transform va ¢h AH transformbinh



nghia Transform setamg cau énh cryto ipsec transform-sétché d6 gobal mode. Va
de xoé cac cadat transform set dungmhh cang no.

- CUphap @a knh va cac thamdstruyén vao nlx sau:
crypto ipsec transform-set transform-set-name transform1 [transform2 [transforma3]]

- Céac tham & caa knh crypto ipsec transform-set

Tham sb Y nghia

transform-set-name Cldinh tén @a Transformiuoc tao hayduoc
thay doi

transforml, transform2, transform3 Gt 3 transform i |€n. NHrng transform
duoc dinh ngha cho giao thc bao mat IPSec
(IPSec Security Protocol) va ttuéan

- Ban ¢ tié cau hinh nhéu transform set va ¢ié mbt hay nhéu transform set
trong muc crypto mapbinh nghia cac transform set trongumcrypto mapiuoc sr
dung trong traatbi IPSec SA1é bao ¢ dit liéu duoc dinh ngha i ACL caa mic
crypto map. Trong it qua trinh traadi, ca hai bén & tim kiém céc transform set
giong nhaus ca hai phid. Khi ma céac transform skigc tim thy, né $ dugc sr dung
dé bao \é dit liéu tréndudng truyén nhr 1a mjt phan caa cac IPSec S&aca 2 phia.

- Khi ma ISAKMP khongiugc st dung dé thiét 1ap cac Sa, it transform set
riéng € s duoc ar dung. Transform satdé € khéngduoc traodoi.

- Thay déi cau hinh Transform set:

B1: X6a cac tranform setrtcrypto map

B2: X06a céac transform set trongé&did cau hinh gobal mode
B3: Cau hinh hi transform set &i nhitng thaydbi

B4: Gan transform setév crypto map

B5: X6a @ sy dir liéu SA (SA database)

B6: Theo ddi cac tradoi SA va chic chin né hvat dong bt



- C4u hinh cho viéc trao déi transform:

Transform Set Negotiation
ﬂ

Hnsat A Host B
rl : Routerh RouterB ;

& Internet e ——

10.01.3 10.0.2.3

transionm -sel 10 lransfonn - set 40
esp-ddes = esp-des
tunnel ", tunnel

transform - set 50
esp-des, ah -sha-hmac
tunnel

Sap-30e8. 6ap < Sha-h e esp-3des, esp-sha - hmac
RS I| Match | = tunnel

transform - set 20 »
esp-des, esp - md5-hmac " S
tuninel b s

« Transform sets are negotiated during IKE Phase 2.

OO0 Tacs Syvaarrs. inc Al rights cemsrved. BCRAH v 344

- Tranform settugc traoddi trong st ché do quick mode trong IKE Phase 2 1a
nhitng cac transform set marbciu hinhuu tién st dung. Ban c6 tté ciu hinh nhéu
transform set va cé érchi ra not hay nhéu transform set trongwe crypto map. @u
hinh transform setrtnhitng hio mat théng throng nho nhat gidng nhr trong chinh sach
bao mat caa an. Nhirng transform seduoc dinh nghia trong nac crypto maptugc ar
dung trong traatbi IPSec SAté bao ¢ dit liéu duoc dinh ngha i ACL caa mic
crypto map.

- Trong st qua trinh traatoi mdi bén € tim kiém céc transform set@ig nhaw
ca hai bén nir minh lpa ¢ hinh trén. C4c transform saiacRouter Adugc so sanh &
mot transform setia Router B va tiép tuc nhr thé. Router A transform set 10, 20,
30 duoc so sanh & transform set 40t@ Router B. Mu ma khong # vé két qua ding
thi tit ca cac transform setia Router A sad6 s dugc so sanhéi transform set ép
theo @a Router B. Céi cung transform set 3Gia Router A ghing Wi transform set 60
cia Router B. Khi ma transform satoc tim thy, n6 € duoc chon va ap dng cho



viéc bao V¢ duong truyén nhr 12 mbt phan cia IPSec SA1a ci hai phia. IPSes mdi
bén § chap nfan mot transform duy nft duoc chon cho ndi SA.

B. CAu hinh thai gian tdn tai cia IPSec trong qua trinh traodoi:

- IPSec SAduoc dinh nghia 1a thvi gian Hn tai caa IPSec SA tréc khi thrc hién
lai qué trinh traaloi tiép theo. Cisco 10Stro gia ti thoi gian Bn tai c6 thé ap ding
|en it ca cac crypto map. Giaitcua global lifetime co t duoc ghidé wi nhitng mic
trong crypto map.

Step 2—Configure Global

IPSec Security Association Lifetimes
-------------------------‘llllll'lllllliﬂglzlﬂllllll

Host A HostB

RouterA RouterB f |
P, 2 P AN ;
= Internet Fx —

- ’
10.01.3

router(config) #

crypto ipsec security-association lifetime
{seconds ~seconds | kilobytes kilobytes

Routerh (config)# crypto ipsec security -association
lifetime 86400

« Configures global IPSec SA lifetime values used when negotiatinglPSec
security associations.

« IPSec SA lifetimes are negotiated during IKE Phase 2.

« Can optically configure interface-specific IPSec SA lifetimes in
crypto maps.

+ IPSec SA lifetimes in crypto maps override global IPSec SA lifetimes.

- Ban c6 tt¢ thaydoi gia tri thoi gian bn tai cia IPSec SA ing cau énh crypto
ipsec security-association lifetime ché do global configuration modéé tra vé gia
tri mic dinh bandau sr dung chng cau énh no. Cau tric va cac thambscaa cau énh
duoc dinh nghia nhr sau:

cryto ipsec security-association lifetime {secondsseconds | kilobytes kilobytes}



Cau lénh Tham sb

seconds seconds Gtinh khvang thvi gian Hn tai cua IPSec SA. Mc dinh 1a
3600 giay (it gio)

kilobytes  kilobytes Chi dinh dungirong trong ru thong IPSec ga 2 bén 8 dung
dé dua SA tréc khi SA tet han. Gié ti mac dinh 4,608,000 KB

- Cisco khuyn céo hn nén & dung cac gia frmic dinh. Ban than thi gian on
tai cua moi IPSec SA c6 thduoc cau hinh lang cach & dung crypto map.

- Pinh nghia Crypto Access Lists:

Purpose of Crypto Access Lists
ﬂ

Host A

Ro LI_‘[EFA

e &
& -

Internet

okl ::::::::3--1::::: Encrypt
Bypass (Cleartext)

i —===m Fpund
Permit 4—— Traffic

L
Discard [Cleartext)
- Qutbound indicates the data flow to be protected by IPSec.

- Inbound filters out and discards traffic that should have been
protected by IPSec.

00002 Taco Bywarre, Inc. &l rights casirved. DCRAH v 3—4-8

-Crypto access list (Crypto ACLdjroc ar dung dé dinh nghia nhing hru théng
(traffic) naoduoc ar dung hay kho & dung IPSec.



- Crypto ACLs thrc hién cac clirc nang sau:

e Qutbound: Chn nhing traffic dugc bao vé boi IPSec. Nling traffic con Ai
s& duoc gri ¢ dang khdng ma hoa.

e Inbound: Nu c6 yéu éu thi inbound access list cééttao dé loc ra va bai
bo nhirng traffic khodugc bao vé boi IPSec.

C. Tao cryto ACLs bing danh sach truy ép mé réng (Extends access

- Cryto ACLsdugc dinh nghia dé bao vé nhiing dt liéu duoc truyén tai trén mang.
Danh sach truyap ms rong (Extended IP ACLs)éschon nhitng ludng di liéu (IP
traffic) dé ma héa Bng cach 8 dung cac giao thc truyen tai (protocol),dia ch IP (IP
address), ang (network), mng con (subnet) véag dch w (port). Mac du ct phap
ACL va extended IP ACLs la@ng nhau, ngia & ch c6 sr khac bét chit it trong
crypto ACLs.D0 1a cho phép (permit) émhing géi dr liéu danh diu moi dwoc méa hoa
va tir chdi (deny) \6i nhitng goi dt liéu dugc danh diu msi khdngdugc ma hoa. Crypto
ACLs hoat dong trong tr nhu extendeds IP ACK6 la chi ap ding trén niing ludng di
liéu di ra (outbound traffic) trén & interface.

Step 3—Create Crypto ACLs using
Extended Access Lists

Internet

routerconfig)d
accass = list accass - list - mmber [dynamic diymanis = nase
[Cimeout minutasg 11 [(dany | parmit] protecol source

source = wildoard destinstion destinaticn = wildoard
[prasadance pracadsncal (tes tas] [log]

RoutecrA | config )# accesas - list 110 parmit tcp 10.0.1.0
O.0.0_255 106.0.2.0 0_0.0.255

- Define which IP traffic will be protected by crypto.
- Permit = Encrypt / Deny = Do not encrypt.




- CU phéap cawhh va cac thamisduoc dinh nghia cho dng @ ban cia danh
sach extended IP ACL ntsau:

access-list access-list-number { permit | deny }  ptocol source

Source-wildcard destination destination-wildcad [precedence
precedence] [tos tos] [log]

Access-list access-list-number Tham $
command

Permit Tat ca cac lng d liéu (traffic IP)$
duoc danh diu dé duoc bao vé bang
cryto phii sir dung chinh sachdo mat
(policy) liét ké cho phu bp véi cac
muc trong crypto map (crypto map
entry)

Deny Cho bt nhitng lubng di liéu (traffic)
tur router naodi router nao la an toan

Source and destination bo la nhrtng mang (network), mng con
(subnet) hac la may tam (host)

- Ghi cht: Mic du du trac ACL 1a khéngioi nhung W y ngha c6 khac sodi
cryto ACLs.DG¢ |a chi cho phép (permit) ritng gai dt liéu duoc danh diu msi duoc
ma héa vait chdi (deny) nhiing géi di liéu duoc danh diu khéngduoc ma hoéa.

- Batcir luong d liéu naodén (traffic inbound) khongiwgc bio \é s& duoc danh
dau permit trong crypto ACL @a muc crypto map g@ing nhr IPSec & huy bo goi tin
dé. Gai tin p hay bo boi vi luong di liéu da duoc bao é bang IPSec.

- Néu ban thec ar mubn dit liéu toi noi nhan 1a sr két hop cia chH mot dang bao
mat IPSec (chching thrc-authentication) va rilmg di liéu khac &i noi nhan 1a sr két
hop cia nhéu dang o mat khac (@ ching thrc va ma hoa) thidm phai tao hai crypto
ACLs khac nhauté dinh nghia hai dng aia dr liéu gri di. Hai ACLs khac nhaués
duoc sr dung trong nlitng mac crypto map khac nhaua& nhing IPSec policy khac
nhau.

- Cha y: Cisco khuyn céo hin nén tranh ic sr dung tir khéaany dé nhiing dia
chi noi gui va dich 16i. Cau Enh permit any any rat dé xay ra loi boi vi tat ca cac



ludng di liéu giri di (outbound traffic) & duoc bao V& va #t ca s8 duoc gir téi noi nhan
phl hyp trong crypto map entry. Sa tt ca dit liéu giri téi (inbound packet) ma téi
sir bao V@ cua IPSec &bj bo di, bao @m ¢ cac goi @ liéu cho giao thc dinh tuyén
(routing protocol), NTP, echo, echo response vawnbai khac.

- Phai giéi han nhitng cai @n thiét khi madinh nghia nhing géi dr liéu duoc bao
mat trong cryptoACLs. Nu cin phii sir dung tir khdaany trong cauénh permit, an
phai mé dau cau &nh Wi mot chbi cac caudnhdeny dé loc céc lwng di liéu di ra ma
ban khdng mén bao \&.

D. (;z‘iu hinh IPSec crypto maps: ] ]
E. Ap dung cac crypto maps vao cacong giao tiep (interfaces):

V. Céach Thic Truy Cap Vao Thiét Bi Mang (Telnet/SNMP):

V1.



